
A serious crime 
occurs, such as 
murder or drug 
manufacturing  

!
Police investigate Police apply 

to courts for 
a warrant 
to intercept 
communications 
from suspects

Police present 
warrant to 
network 
operator or 
service provider

Network operator 
or service provider 
actions the request

Information is used 
by Police to solve 
crime and prosecute 
the offender

Current tICa aCt

network operators

 › duty to assist; and all required to pre-invest at 
same level to enable interception

Service providers

 › duty to assist

ProPoSed ChangeS In tICS BIll

network operators

 › reduced obligations for some types of operator 
to pre-invest, mean less duplication and lower 
costs. Duty to assist remains

Service providers

 › possible extension of obligations to pre-
invest in equipment and people to enable 
interception. Duty to assist remains

Process covered by different legislation – 
not covered by existing TICA Act or TICS Bill

Process covered by existing Act and Bill

the tICS BIll doeS not:

 › change the authority of agencies to 
intercept telecommunications 

 › change existing privacy protections 

 › require data to be stored and disclosed – 
it only relates to real time interception.

Interception obligations – 
a law enforcement scenario



Communications such 
as mobile voice calls 
and text messages; 
landlines; emails



Network operator informs GCSB Director 
of decision to procure equipment for a 
new telecommunications service1
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Example of Network Security Process

GCSB Director assesses whether this raises 
a risk to New Zealand’s national security

Network operator provides proposal to 
address risk, for GCSB Director to assess 

GCSB Director considers if the matter 
raises a significant risk to New Zealand’s 
national security

Independent review by Commissioner of 
Security Warrants of security information 
informing the Director’s risk assessment 

GCSB Director considers result of 
independent review

Minister considers submissions from 
the network operator, statutory criteria, 
views from other Ministers, and whether 
a direction is necessary

Network operator must comply with the 
direction to address the significant risk 
to New Zealand’s national security

Network security risk identified 

Proposal not satisfactory

Director considers a significant network 
security risk is raised and wants to refer 
matter to Minister responsible for GCSB

Still considers the matter raises a significant 
network risk and refers to Minister

Minister decides to issue a direction 

No network security 
risk identified 

Network operator 
proceeds to procurement

Network operator 
proceeds to procurement

Network operator 
proceeds to procurement

Network operator 
proceeds to procurement

Network operator proceeds 
to procurement and 
implements proposal

Proposal satisfactory 

Matter not considered 
to raise a significant 
network security risk

Director decides not 
to refer the matter to 
the Minister

Minister decides not to 
issue a direction 


